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Nowadays, most of computers have Antivirus applications installed. However those AntiVirus 
applications only have limited functions and features on�ØReporting” and “Proactive Alerting” 
areas: 

 

1. Why computers infected by viruses again and again? 

2. How to protect from new virus? 

3. How many computers are using outdated AntiVirus client version or virus pattern? 

4. Which computer first infected by virus? 

5. How to discover other computers that infected by the same virus? 

6. How can I take action proactively? 

7. Missing real-time AntiVirus information for analysis. 

8. Missing meaning and actionable reports 

 

This chapter includes the following topics: 

�  What is SIMCommander K-SOC Analyzer 

�  SIMCommander K-SOC Analyzer Major Features and Benefits 
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Topic 1 – What is SIMCommander K-SOC Analyzer 

SIMCommander AntiVirus Analyzer is an easy-to-use AntiVirus reporting and analysis 
software that enhances AntiVirus application in reporting & proactive alerting capabilities plus 
turns AntiVirus events/logs into “Actionable and Meaningful” information. 

 

�  Automatic visualize and report virus activities in your network 

�  Monitor antivirus client version and virus pattern proactively 

�  Proactively notify user in real-time when abnormal situation occurred 

�  Easily to identify the first computer infected by the virus and the infection path with 
the same virus 

�  Rich report types and actionable reports that enable you to take immediate actions 

�  Generate and customize reports with just a single click 

�  Automated Report Generation and Distribution 

�  Enhance the value of AntiVirus applications 



Chapter 1 – Introducing SIMCommander K-SOC Analyzer
 

SIMCommander K-SOC Analyzer Installation and Administration Guide   Page 8  

  

Topic 2 - SIMCommander K-SOC Analyzer Major Feature s and 
Benefits 

1. Executive Dashboard 

�  Provides the instant information on the overall anti-virus activities 

�  Easy to understand the essential virus information from graphical and detail 
information views 

�  Rapidly to identify which machine has been infected by virus and which 
machine does not have up-to-date antivirus protection 

2. Virus Infection Path 

�  Reveal which machine is the first machine infected by virus 

�  Discover other infected machines by the same virus easily 

�  Provides insight based on virus infection path to mitigate the threat 

3. Support Multi-Vendor AntiVirus Applications 

�  Supports Kaspersky, Trend Micro and Symantec 

�  Help user to manage and report multiple AntiVirus applications 

�  Centralized console for all AntiVirus applications 

�  Real-time analyze and report AntiVirus activities from different AntiVirus 
applications 
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This chapter helps you to install SIMCommander K-SOC Analyzer: 

�  System Requirements 

�  Installing SIMCommander K-SOC Analyzer 

�  Starting SIMCommander K-SOC Analyzer 
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Topic 1 – System Requirements 

 

The following lists the minimum computer requirements for SIMCommander K-SOC Analyzer. 

�  Intel Pentium IV processor 600MHz or Higher 

�  512MB Memory or above 

�  1GB Hard Disk space 

�  Windows XP / 2003 Server with latest Service Pack 
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Topic 2 – Installing K-SOC Analyzer 

 

K-SOC Analyzer is one of the SIMCommander K-SOC components to collect and optimize 
data from Kaspersky Administration Kit for complete AntiVirus management. 

 

To install K-SOC Analyzer: 

1. To start the K-SOC Installation Wizard, insert the K-SOC CD into the CD-ROM drive 

2. Run the K-SOC setup program by double-clicking the file setup .exe 

3. The setup program starts, click Next to continue 

4. Accept the License Agreement by check the “I accept the agreement” checkbox and click 
Next  

You are advised to read the terms of the license carefully before proceeding with the 
installation. If you decline the license terms, the installation cannot proceed. 

5. Select the drive and directory to install K-SOC components and click Next  



Chapter 2 – Installing SIMCommander K-SOC Analyzer
 

SIMCommander K-SOC Analyzer Installation and Administration Guide   Page 13  

  

 

6. Configuring Device. You are recommended to select "Yes, I want to configure now"  If 
you want to configure device later, click "No"  and "Next "to continue 

7. In the Device Configuration screen, select the Device Type and input the 
correspond information 

�  Device Type: Select the device type and authentication method. (select the Kaspersky 
Administration Kit based on the database type and authentication method) 

�  Device IP: Local – install SIMCommander AntiVirus Analyzer in the same 
computer of AntiVirus management server or Remote – input the IP address of the 
AntiVirus management server 

�  Database Name: Input the Database Name of Antivirus application management 
server (the default database name of Kaspersky Administration Kit is KAV) 

�  Username: Login user name of the database (this field will not be shown when using 
Windows Authentication) 

�  Password: Password of the database (this field will not be shown when using Windows 
Authentication) 
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8. If all information is correct, click Install to start K-SOC installation. Otherwise click Back 
to change your settings 

9. After installation is completed, you can choose to Launch SIMCommander Ant iVirus 
Analyze immediately with checked the checkbox, or you can login to K-SOC later. Click 
Finish to complete the installation. 
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Topic 3 – Starting SIMCommander K-SOC Analyzer 

1. To start the SIMCommander K-SOC Analyzer: 

Start > All Programs > SIMCommander > AntiVirus Analyzer 

Input the Username and password 

A default administrative account is:  

Username: admin   

Password: password  

2. Click Submit  

3. After started SIMCommander K-SOC Analyzer, the Main window will show the summary 
of overall AntiVirus application status. 
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This chapter contains the following topics: 

�  Configuring Device 

�  Add a New Device 

�  Managing K-SOC Collector Agent 
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Topic 1 – Configuring Device 

During the installation process (Step 5: device configuration), if you selected configure the 
AntiVirus device, you do not need to add the device again in SIMCommander K-SOC 
Analyzer. 

 

Data Collector 

 

Go to Settings  > Data Collector  

 

This window displays all AntiVirus devices that will be monitored by SIMCommander K-SOC 
Analyzer. This window also allows you to add and manage Data Collector in SIMCommander 
K-SOC Analyzer. 
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Topic 2 – Add a new Device 

 

1. Click Add  icon 

2. Input the following information: 

�  Name:  Name of the device 

�  Device Type:  Select device Type 

�  Device IP:  Input the device IP Address 

�  Database User Name:  Database Name of Antivirus application management 
server(e.g. the database name of Kaspersky is KAV) 

�  Select the database authentication method 

�  Username:  Login user name of the database 

�  Password:  Password of the database 

�  Refresh Interval (Data):  Event data refresh frequency 

�  Refresh Interval (Environment):  Environment data refresh frequency 

�  Filter Policy:  Filter Policy allows you to filter unnecessary information 

3. You can click Check Connection  to check the database connection 

4. Click Save to save the device 
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Topic 3 – Managing Device 

 

Modify a Device 

To edit the Device�š  

1. Go to Settings and click Data Collector  

2. Select the device you want to edit, click the Property  icon and input / edit the device 
information 

3. Click Save to save the device configurations 

 

Delete a Device 

To delete the Device: 

1.   Go to Settings and click Data Collector  

2.   Select the device you want to delete, click the Delete icon 

3.   Click OK to confirm delete the device 
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This chapter contains the following topics: 

�  Understanding SIMCommander K-SOC Analyzer Console 

�  Executive Dashboard 

�  Reports 

�  Generate and Export Reports 

�  Scheduling Reports 

�  Managing Scheduled Reports 

�  Alerts 

�  Add a new Alerts 

�  Managing Alerts 



Chapter 4 – Using SIMCommander K-SOC Analyzer
 

SIMCommander K-SOC Analyzer Installation and Administration Guide   Page 23  

 

 

Topic 1 – Understanding SIMCommander K-SOC Analyzer  
Console 

 

SIMCommander K-SOC Analyzer Console is a centralized monitoring and alert console. 

 

Main:  To provide the summary of the AntiVirus application status and with detail information 
in the dashboard. 

Reports:  Out-of-the-box comes with more than 200 report templates 

Alerts:  Displays alerts message that detected by SIMCommander K-SOC Analyzer 

Settings:  Configurations and other system settings 

 

The recommended screen resolution to use the console is 1024 x 768. 
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Topic 2 – Executive Dashboard 

 

The Main window enables you to fast and easy understand the summary of antivirus 
application monitored by SIMCommander K-SOC Analyzer. Main window contains the 
following components: 

 

1. Action Summary (Past 24 hours) – This dashboard shows the number of virus has 
been cleared, deleted, quarantined and not cleaned. 

�  Cleaned:  To display the number of file has been cleaned ( delete the virus from 
inflected the files) 

�  Deleted:  To display the number of file has been deleted ( delete the file that is 
unable to clean the virus) 

�  Quarantined:  To display the number of file has been quarantined (isolate the file 
that is unable to delete the virus) 

�  Not Cleaned:  To display the number of file which was unsuccessful to complete 
the antivirus task (the task includes: Clear, Delete, Quarantine) 

�  Count:  To display the total number of files for above categories 

2. Update Summary – displays which computers' virus pattern are outdated more than 
seven days without updating, which computers' AntiVirus Client version are outdated. 

3. Virus detected (Past 24 Hours) – displays the number of virus detected in the past 24 
hours. 

4. AntiVirus Client Status (Past 24 Hours) – displays the AntiVirus Client status in the 
past 24 hours. 
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5. Top 5 Infected Computers (Past 24 Hours) – displays the top 5 computer which are 
serious infection by virus in the past 24 hours. 

6. Top 5 Detected Viruses (Past 24 Hours) – displays the top 5 detected virus in the past 
24 hours. 
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Topic 3 –Reports 

 

1. Calendar –   To select the date for report generation 

2. Report Groups and Reports -  displays all Reports Group and Reports available in K-
SOC Analyzer. Report Groups categorize all the reports in different type in 
SIMCommander K-SOC Analyzer Console: 

�  My Favorites:  According to the technical and management level of user 
preferences, Users enables to create the shortcut in here for speedup report 
generation time. 

�  Management Reports:  To provide an overview of management-level reports 

�  Technical Reports:  To provide technical detail for the administrator easy to 
investigate the problem 

�  Compliance Reports:  To provide detail information to fulfill ISO27001/BS7799 or 
SOX Compliance 

�  Advanced Reports:  To provide detailed reports with message description and 
reports in scheduling function. 

3. Parameters –  To select the parameter for the report. 

�  Display All –  Display all data within the company to provide the overall picture 

�  By Client Group –  Managers can easy to find the problems based on client group. 
Administrators can quickly identify problems from which the client group to shorten 
the time for investigation 

�  By Servers Group –  usually each group of server at a branch office or a separate 
network. Managers and administrators can target which group of servers has 
problem speedup the investigation and resolution time. 
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�  By Operating System –  user can find which type of operating system in company 
most likely to have problems. According to this information, user can upgrade the 
protection level to those vulnerable operating systems 

�  By Domain –  different domains represent different branches or subsidiaries or 
network. By this report, it shows which branches always have problems. Then 
strengthen the protection to prevent the virus outbreak 

�  Top 5 – display Top 5 data 

�  Top 10 – display Top 10 data 

�  Top 20 – display Top 20 data 

�  Tabular report –  During the investigation process, administrator can use the table 
to display the result. This form can be stored in every field that shorten the 
investigation process 

�  Virus Infection Path –  to show the virus infection path based on the time of virus 
attack to generate the report. Through the virus path, user can find out which 
computer is the first infected computers and the infected path of the same virus 

�  Add report to My Favorites –  add the most frequency used report to My Favorites 
group 

�  Delete report from My Favorites –  remove the report from My Favorites group 

4. Report Content – displays the content. 
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Topic 4 – Generate and Export Reports 

 

SIMCommander K-SOC Analyzer provides an user-friendly interface for users to generate 
reports easily and quickly. Even for an untrained user, he or she will understand how to use 
the Analyzer to generate reports. Only 3 clicks needed to get the report you want. If you want 
to change the report criteria, say, from daily report to weekly report, or grouping from all 
computers to OS / parent servers, you simply only need one click to change the report. 

 

Generate a Report  

 

To generate a report: 

1. Select your Report 

2. Select the date for the report 

3. Select the parameter 

4. Report generated 

 

Export a Report 

 

To Export a report: 

If you want to export the report, click the Export icon and save to the destination folder. 
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Topic 5 – Scheduling Reports 

 

To schedule a report: 

1. Go to Settings > Report Scheduler  

2. Click Add  icon 

3. Select the report from the Report Name  

4. Select the Schedule Type  – Once, Daily, Weekly  or Monthly  

5. Select the Start Date  and time 

6. Input the Recipient(s)  email address. You can input more than 1 email address by using 
comma ‘,’ to separate the email address 

7. Click Save to save the configuration 

  



Chapter 4 – Using SIMCommander K-SOC Analyzer
 

SIMCommander K-SOC Analyzer Installation and Administration Guide   Page 30  

 

 

Topic 6 – Managing Scheduled Reports 

 

Modify a Scheduled Report 

To edit the Scheduled Report: 

1. Go to Settings and click Report Scheduler  

2. Select the scheduled report you want to edit, click the Property  icon and input / edit the 
schedule report configuration 

3. Click Save to save the schedule report 

 

Delete a Scheduled Report 

To delete the Scheduled Report: 

1.   Go to Settings and click Report Scheduler  

2.   Select the scheduled report you want to delete, click the Delete  icon 

3.   Click OK to confirm delete the scheduled report 
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Topic 7 – Alerts 

 

SIMCommander K-SOC Analyzer provides the following alerts notification to proactively notify 
users in real-time when there is abnormal situation occurred. E.g. virus outbreak, antivirus 
pattern is older than 7 days etc. 

 

�  Anti-Virus Machine Removed from Management Center: This alert fires when 
anti-virus machine is removed from the management center. This may indicate 
abnormal situation happened if the log file is not deleted on purpose, e.g. virus 
infected. 

�  Anti-Virus Program Error: This alert fires when the anti-virus program has error. 
Any application error may be due to incorrect configuration, application conflict or 
virus infected, you need to investigate immediately to reduce the impact to the 
machine. 

�  Anti-Virus Program Pattern File older than:  This alert fires when there is anti-
virus program with outdated virus pattern. The machines are in the risk of virus 
infection without the latest proper protection. 

�  Anti-Virus Program Stopped:  This alert fires when the anti-virus program is 
stopped. This may be due to manual stop on purpose or accidentally, or this is one 
of the symptoms that the machine is virus infected, you should investigate to 
reduce the impact of the case. 

�  Attack Found:  This alert fires when there is attack found by the anti-virus program. 
You can search the attack information to understand the potential impact and 
resolution procedures, then follow the steps to clear the attack 
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�  License Expired: This alert fires when the anti-virus program has license issue. 
When the license is expired, you cannot update the program and hence the 
machine is in a risk of virus infection. You can contact the vendor sales 
representatives to resolve this issue. 

�  Log Purged:  This alert fires when the anti-virus application log is purged. This 
may indicate abnormal situation happened if the log file is not deleted on purpose, 
e.g. virus infected. 

�  Realtime Scan Disabled:  This alert fires when the real-time scan is disabled. The 
machine is in a high risk of virus infection, it is suggested to enable the real-time 
protection as soon as possible. 

�  Suspicious Object Found: This alert fire when there is suspicious object found by 
the anti-virus program. You can investigate the suspicious object and then take 
actions to resolve this case. 

�  Task Suspended: This alert fires when the task is suspended in the anti-virus 
program. The task suspension may be due to manually or application error. You 
need to investigate to ensure that there is no error from the application. 

�  Update Failure: This alert fires when there is update failed in the application. 
There is risk of virus infection if using outdated version of pattern file or client 
version, it is suggested to check the cause of update failure and update 
immediately, e.g. Internet connection blocked or cable disconnected. 

�  Virus Cleaned: This alert fires when there is virus cleaned by the anti-virus 
program. Because the virus is cleaned, you can monitor the infected machine if 
there are further infections. 

�  Virus Deleted: This alert fires when there is virus deleted by the anti-virus 
program. Because the virus is deleted, you can monitor the infected machine if 
there are further infections. If the file being deleted is an important file, you need to 
restore the file from backup media. 

�  Virus Not Cleaned:  This alert fires when the virus cannot be cleaned by anti-virus 
program. This means that the infected machine may probably be infected, you 
should take immediate action to reduce the impact of the machine or prevent the 
virus outbreak. 

�  Virus Outbreak:  This alert fires when there are suddenly a large number of logs 
received. This may indicate a potential of virus outbreak. 

�  Virus Passed:  This alert fires when there is virus passed by the anti-virus program. 
Because the virus is passed, the virus is still in the machine. You need to visit the 
machine and clean the virus manually. 

�  Virus Quarantined: This alert fires when there is virus quarantined by the anti-
virus program. Because the virus is quarantined, you can monitor the infected 
machine if there are further infections. If the file being quarantined is an important 
file, you need to restore the file from backup media. 

�  Virus Renamed: This alert fires when there is virus renamed by the anti-virus 
program. Because the virus is renamed, the virus is still in the machine. You need 
to visit the machine and clean the virus manually. 

�  When device down for: This alert fires when the collector cannot contact the 
devices for pre-defined time period. This means that the device may be probably 
down or disconnected. 

�  When event count exceeds: This alert fires when there are suddenly a large 
number of logs received. This may indicate a potential of virus outbreak or 
abnormal situation. If this situation happens continuously, this would impact the 
operation and performance of the K-SOC Analyzer. 
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Topic 8 – Add a new Alerts 

 

To add a new Alert 

1. Go to Settings > Alert  

2. Click Add  icon 

3. Input the following information: 

�  Alert Name:  Name of the alert 

�  Alert Description:  Description of the alert 

�  Alert Selection(s):  Select the alert type 

�  Selection Criteria:  Some alerts require you to input the criteria for trigger the alert. 
E.g. Antivirus Pattern File older than no. of days will trigger an alert 

�  Alert Severity:  Select the severity for the alert, High, Medium or Low 

�  Notification Method(s):  Select the notification method either send an email or 
display on screen only 

�  Matching Condition(s):  Select the condition type by check the radio button and 
select the condition in the below box 

�  Email Recipient:  If you chose Email for notification, input the recipient email 
address here. You can use a comma “,” to input multiple email addresses. 

4. Click Save to save the Alert configuration 
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Topic 9 – Managing Alerts 

 

Modify an Alert Configuration 

To edit the Alert configuration�š  

1. Go to Settings and click Alert  

2. Select the alert you want to edit, click the Property  icon and input / edit the alert 
configuration 

3. Click Save to save the alert configurations 

 

Delete an Alert Configuration 

To delete the Alert configuration: 

1. Go to Settings and click Alert  

2. Select the alert you want to delete, click the Delete icon 

3. Click OK to confirm delete the alert 
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This chapter contains the following topics: 

 

�  User Group and User 

�  Add a new User Group 

�  Managing User Group 

�  Add a new User 

�  Managing User 

�  Changing User Password 

�  Configuring Email Server 

�  Licensing 

�  Data Archive 
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Topic 1 – User Group and User 

 

During the installation, SIMCommander K-SOC Analyzer will create a default User Group and 
User automatically 

 

User Group  displays all user groups and allows you to manage those User Group in 
SIMCommander K-SOC Analyzer. 

 

User displays all users’ accounts and allows you to manage User in SIMCommander K-SOC 
Analyzer. 

 

A default User Group is administrators  and default User is admin . 
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Topic 2 – Add a new User Group 

 

To add a new User Group 

1. Go to Settings > User Group  

2. Click Add  icon 

3. Input the following information: 

�  User Group Name:  Name of the User Group 

�  User Group Description:  Provide a detail description 

�  User Group Privileges:  Check the privilege for the User Group 

�  Report Privilege:  Click to select reports that allow for the user group. Use CTRL 
key for select multiple reports 

4. Click Save to save the User Group configuration 
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Topic 3 – Managing User Group 

 

Modify a User Group 

To edit the User Group�š  

1. Go to Settings and click User Group  

2. Select the User Group you want to edit, click the Property  icon and input / edit the User 
Group information 

3. Click Save to save the User Group information 

 

Delete a User Group 

To delete the User Group: 

1. Go to Settings and click User Group  

2. Select the User Group you want to delete, click the Delete icon 

3. Click OK to confirm delete the User Group 
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Topic 4 – Add a new User 

 

To add a new User 

1. Go to Settings > User 

2. Click Add  icon 

3. Input the following information: 

�  Username:  Create a username 

�  User Description:  Provide a detail description 

�  Password:  Create a password for the user 

�  Confirm Password:  Confirm the password 

�  Change Password:  Change password after the 1st time login 

�  Password cannot be changed:  Password cannot be changed 

�  Disable Account:  Temporarily disable the user account 

�  Account locked after multiple login failed:  Account locked after multiple login 
failed 

�  Locked Terms of failed login account:  Set the Account Locked threshold 

�  User Group:  Select User Group from the list of User Group 

4. Click Save to save the Alert configuration 
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Topic 5 – Managing User 

 

Modify a User 

To edit the User�š  

1. Go to Settings and click User 

2. Select the User you want to edit, click the Property  icon and input / edit the User 
information 

3. Click Save to save the User information 

 

Disable User 

You can temporarily disable a User account. This can keep the user information and enable 
the User account later. 

 

To disable a User�š  

1. Go to Settings and click User 

2. Select the User you want to disable, click the Property  icon 

3. In the User detail, check the Disable User checkbox 

4. Click Save to save the User information 
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Delete a User 

To delete the User: 

1. Go to Settings and click User 

2. Select the User you want to delete, click the Delete icon 

3. Click OK to confirm delete the User 
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Topic 6 – Changing User Password 

 

To change a User password 

1. Go to Settings and click Change Password  

2. Input the old password 

3. Input the new password 

4. Re-confirm the new password again 

5. Click Save to save the new password 



Chapter 4 – Managing SIMCommander K-SOC Analyzer
 

SIMCommander K-SOC Analyzer Installation and Administration Guide   Page 44  

 

 

Topic 7 – Configuring Email Server 

 

To configure the Email Server 

1. Go to Settings > Email  

2. Input the email address for the notification email 

3. Input the Email Server address 

4. Input the Subject for the notification email 

5. If the email server requires authentication, input the username and password 

6. Click Save to save the Email Server configuration 

 

Testing Email Server Connection 

 

To test the Email Server connection, click the Send Testing Email  and input the recipient 
email address. Once the Testing Email Sent dialog box popup, you can check the recipient 
mailbox for the testing email. 
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Topic 8 – Licensing 

 

By default, SIMCommander K-SOC Analyzer have 30 days evaluation period. After the 30 
days evaluation, user needs to purchase a valid license, and input the License key to activate 
SIMCommander K-SOC Analyzer in order to continue use the product.  

 

To input the License Key 

1. Go to Settings > License  

2. Input the activate code in the License Key  field 

3. Click Save to save the License key 

 

To obtain the activation License Key, please contact the sales support or your local reseller. 
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Topic 9 – Data Archive 

 

SIMCommander K-SOC Analyzer allows you to archive the data in a selected folder. 

. 

To configure the Data Archive 

1. Go to Settings > Data Management > Data Archive  

2. Select the drive and folder to archive the data 

3. Select the date &  time to start the archive 

4. Click Save to save the configuration 
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Getting Supports 
 
 

SIMCommander is committed to bring customer a comprehensive technical support 
solution to meet her specific needs. SIMCommander provides different support options 
for all sized of customers from small-medium businesses to large enterprise and services 
provider. SIMCommander offers different levels of support that are designed to save 
customer’s time and cost to keep customers’ business running. 
 
Under SIMCommander Support Services, we will provide an essential support and expert 
advice in helping customers to maintain and support SIMCommander products at the 
time under problem and recovery to minimize the impact imposed to customers’ 
infrastructure.  
 
Please send your questions, comments, or suggestions directly to SIMCommander. All 
your recommendations and suggestions will be thoroughly reviewed and considered. 
 
 
For more information about SIMCommander, please visit: http://www.simc-inc.com or 
Email to: info@simc-inc.com. 
 

 

 


